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MFA Is Coming for Employees

Beginning at 9:00 a.m. on October 31, 2017, all UCLA campus

employees including staff, faculty, and student employees will be

required to use Multi-Factor Authentication (MFA) to access campus

systems using their UCLA Logon 1D.

To learn more about this important security measure and to enroll,

please visit hitps://www.it.ucla.edu/mfa-for-employees.

U1 have read this notice. Please do not display this notification in

the future.

I ACKNOWLEDGE, CONTINUE
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R What Is MFA?
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Effective Date: October 31, 2017
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R Who Will This Impact?

Office of Researc h Administration

MAIl faculty and staff
VIAIl student employees
JOptional for UCLA Health System

2200: David Geffen School of Medicine
2500: Medical Group (FPG)

2600: Vice Chancellor Health Sciences
3200: Semel Neuropsychiatric Institute
3300: Resnick Neuropsychiatric Hospital
4000: Medical Center (RRUCLA, SMH)
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R What Systems Will Be Impacted?

Office of Research Administration

= All systems protected by UCLA single sign-on (SSO)
= Research Administration systems

= Forgot your UCLA Logon 1D or Password?
= Need a UCLA Logon ID?
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0 R How Will Things Change?
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o R How Will Things Change?

Office of Research Administration

Sign In with your UCLA Logon ID
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R Final MFA Reminders

Office of Research Administration

Mandatory MFA Date: October 31, 2017

For More Info: https://www.it.ucla.edu/security/resources/mfa-at-ucla

UCLA information Security Office GET HELP

SERVICES ~ RESOURCES ~ IT SECURITY POLICIES ALERTS ~ EVENTS CONTACT

MFA AT UCLA: EMPLOYEE

RESOURCES

Multi-factor authentication (MFA) is coming to UCLA Legon ID in October! Enroll now and
safeguard your acceunt.

HOW DOES MFA BENEFIT ME? HOW DO | ENROLL? GET HELP
1O L & [l | —
[ Y
. —
Due to the dramatic rise in the scope and sophistication of Enrolling in MFA should take about five minutes, and it will Your local IT department can assist you in enrolling. The
phishing, spear phishing, and malware attacks targeting make a big difference In securing your accounts. UCLA Information Security Office and Bruin OnLine also
UCLA faculty and staff, we are deploying MFA for UCLA Follow these steps provided by Bruin OnLine or contact offer MFA enrollment support office hours, where you can

Logon accounts. Enroll now. Read more... your local IT department for assistance. Read more... walk In and get one-on-one assistance. Read more...


https://www.it.ucla.edu/security/resources/mfa-at-ucla
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